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To Catch a Song Thlef In51de the Antl—Plrate Patrol

BY CA.TH.ERINE RAMPELL

' 0 SNAG college students :
I trading copyrighted songs

- ordofa download at the named IP -
address at the specified time. Asso-.
ciation officials say that is because

' RIAA investigators performed only

-online, the Recording In-
dustry Association of America uses

tthe same file-sharing soft-

ware that online pirates-

love. An RIAA representa-

tive recently gave a private’

demonstration of the pro-
gram to The Chronicle at
the organization’s offices in
Washington.

" Theemployee also said
that, contrary to claims by

-campus administrators, the |

group does not use this soft-
ware to single out specif-

ic colleges. He spoke only

on_condition of anonymity
because of concern that he
‘would receive hate e—mail
messages. .

One way the association
identifies pirates, the official

explamed mmthLuneere, ‘
2 peer-to peer “file-sharing.
program that is free ‘online -
‘and used by many college

students A more - yobust
version’ of the program is
fsold for a small fee))

- Here is-how-the. process..
works The RIAA maintains a list
‘of songs whose dlstnbuuon nghts
‘ate owned by memiber companies. ,
It has given that list to Media Sen-

try, a company it hired to search for
online pirates. Media Sentry runs,
the LimeWire program and per-
forms. searches for the copyright-
-ed  song titles, one by one, to see
if any are being offered via com-
puters connected to the LiméWire
network. For populai songs, the
searches can turn up dozens, if
not hundreds, of hits. A search'on
Madonna’s latest release, “4 Min-
‘utes,” turned up more than 100 us-
ers trading copies of the song.
The LimeWire software allows us- -
ers who right-click o any song entry
and choose “browse host” to see all
of the songs that a given file sharer is

Invest:gators search for copy-
righted songs by typing in the
name of the artist and the.

name of a song {for example,k

Madonna's “4 Mmutes”)

" up hundreds of copies

| -download from users
on the network.

ke
e d s ol

Searches often tum

of a song available for

By clicking “browse

host,” investigators can

| offering the pirated
| song; and can see a
| list of every other song

via that address."

mploy féviews:th
sure that the claim is 1eg1t1mate o
and that the alleged pirate:is in the - |
United States. Because of the speed
and ease of the automated process,

see the numerical Im:er,{k
net address of the user -

being made available -

a “handshake.” -

PAY UP ORBESUED ;
In major cases, the asso-
ciation sometimes sends out
‘fprelitigaﬁon settlement let-
ters,” which ask alleged in-
fringers to cough up several -
thousand dollars in lieu of

- going_ to court and poten-
- tially facing a much more -
- expensive punishment,

Before. sending “out the

settlement.- lcpters, Media
_ Sentry investigators always

download music files be-
lieved to be infringing on
licensed songs. Staff mem-
bers then listen to. those
songs to verify that the files
are infringing. A letter goes
out to the college with the
date and time when investi-

- gators saw that the song was -

available for sharing.

“While the process’ for -
generating, notices and let-
ters is largely automated, the
RIAA says that before each
.warmng is sent, a full-time .
case-

though, the association is

- “able to identify hundreds of
- instances of infringement on - |

a daily basis,” says a spokes-
woman, Cara Duckworth.

‘She acknowledges that the
group can tell only when a
song is being offered for us-‘ 5
“ers to illegally download; in-

. vestigators have no way of -
“knowing when someone else |
is acmally downloading the song.

The organization does not per-
form similar automated investiga-
tions for file traders on commercial -
‘Intemet-semce providers, which are .
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) ‘so—callcd,TCP connection, or an- 2
. electromc “handshake,”‘ Wlth theg ing ersities awa

‘to the Internet) Whﬂe the names of .. 1
 the people associated with partlm— o
lar IP addresses are not pubhc itis .- -
“easy to find out which addrésses are . TA
registered fo- each. provider.:Using -

- public, onlme ‘databases, like those 'f ’
at arin.net of samspade.org, Mediz
“Sentry:1 locat the name of the [

;’rmnes which traders are on’ college]ﬁlf ;

networks Invesﬁgators can then ask ‘ que d1g1ta1 ﬁngerprmt to venfy

, jthat itis 1denuca1 toa copynghted..
SOt in’ AAsd

by using cnptlng “software that
types in.the songs, grabs the IP ad-
“dresses, checks them, and forwards‘ , .
'thc mforma on. to the RIAA seng 1t may be mfrmg ) g u
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